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We all blindly trust software
with the most important
things in life
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The Average Application
Has Serious Security Issues

——— 21% cusTOM CODE
26.7 SERIOUS VULNERABILITIES

8.5% ACTUALLY INVOKED LIBRARY CODE ACROSS 27 LIBRARIES

70.5% UNUSED LIBRARY CODE ACROSS 30 LIBRARIES

2.0 VULNERABILITIES (CVE)






| SECURITY
. TRANSPARENCY
IS COMING




DevSecOps Will Fix Everything! /s

* Problem: software was poor * Problem: security is poor quality,
quality, late, slow, and doesn't late, slow, and doesn’t provide
provide business value. business value.

- Approach: DevOps * Approach: DevSecOps

- Results: * Results?

» 200x more deploys « 10x faster security results?
» 24X faster service recovery * 80% less vulnerabilities in prod?
» 3x less change failures * Ox increase in time to market?

» 22% less unplanned work * No log4-style firedrills?



So Why Does DevSecOps Feel Awful?
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Total Score: 23 points
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INSTRUMENTATION CHANGES EVERYTHING




ecurity Instrumentation!

APP/API Code

Open. Source Libraries

Framework

APP/API Server

Runtime Platform

Full APp/API
wWorkload

. SENnSOrS

vulnera biLitg
Trace .
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HTTP PARAMETER RETRIEVED

HTTP PARAMETER RETRIEVED

STRING OPERATIONS OCCURRED

DATA FLOWED FROM PARAMETER

TO OBJECT

- DATA FLOWED FROM PARAMETER
TO OBJECT

- DATA FLOWED FROM OBJECT TO

RETURN VALUE

UNTRUSTED DATA USED IN SQL QUERY

Install Runtime

secur'ucg, module and

perform normal A

.
string[4 .5 wrapper.getParameterValues(“Username")

string[] = wrapper.getParameterValues(“Password")

Onthis line of code
createContent() @ DOS_Loginjava:100

sb = sb.append(“ygqoy800")
createContent() @ DOS_Loginjava:100

sb = sb.append("aaomm990")
createContent() @ DOS_Loginjava:100

str = sb.toString()
createContent() @ DOS_Loginjava:100

rs = statement.executeQuery("SELECT * FROM
user_system_data WHERE user_name ...")
createContent() @ DOS_Loginjava:108

Username = ygqoy800

Password = aaomm990

SELECT * FROM user_sy:
'ygqoy800' and passwo:

SELECT * FROM user_sy:
'ygqoy800

SELECT * FROM user_sy:
'ygqoy800° and passwo:

SELECT * FROM user_sy:
'ygqoy800' and passwo:

SELECT * FROM user_sy:
'ygqoy800' and passwo:



Example: Detecting SRL njection

No escaping or

String name=request.getParameter("Username"); parameterization!

String pass=request.getParameter("Password");

String query="select * from user_system data \
where user="" + name + "' and user="" + pass + "'";

Statement statement = connection.createStatement(...);

ResultSet results = statement.executeQuery( query );

name=yogqoyYyLoo § select * from users where
pass=aaomim990 user=-‘ygoygoo’ and pass=-‘aaomm99o!’

< SRL
N 4 Driver
At

<N

patabase

C Contrast



HTTP PARAMETER RETRIEVED string[] = wrapper.getParameterValues('"Username")

Username = ygqoy800

getRawParameter() @ ParameterParser.java:516

securifcg trace —
data flow events
0

HTTP PARAMETER RETRIEVED string[] = wrapper.getParameterValues("Password'

Password aao

getRawParameter() @ ParameterParser.java:516

SELECT * FROM user_ system data WHERE user name =
'yggoy800' and password = 'aaomm990'

STRING OPERATIONS OCCURRED 3 On this line of code
createContent() @ DOS_Login.java: 100

N DATA FLOWED FROM PARAMETER sb = sb.append("ygqoy800") SELECT * FROM user system data WHERE user_ name =
TO OBJECT createContent() @ DOS_Login.java:100 'ygqoy800

o DATA FLOWED FROM PARAMETER sb = sb.append("aaomm990") SELECT * FROM user system data WHERE user_name =
TO OBJECT createContent() @ DOS_Login.java:100 'yggqoy800' and password = 'aaomm990

. DATA FLOWED FROM OBJECT TO str = sb.toString() SELECT * FROM user_system data WHERE user_name =
RETURN VALUE createContent() @ DOS_Login.java:100 'yggoy800' and password = 'aaomm990'

rs = statement.executeQuery("SELECT * FROM
user system data WHERE user name ...")
createContent() @ DOS_Login.java:108

SELECT * FROM user_ system data WHERE user name =
'yggoy800' and password = 'aaomm990'

UNTRUSTED DATA USED IN SQL QUERY




“Blg deal —
another
seourl’cg tool?”

With IAST...

ANYONE can get
instant, detailed, and

accurate security
feedback on their
projects without ANY
extra work.




IAST 100% .
OWASP Benchmark v1.2 Results Comparison
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Interactive Application Security Testing (IAST)

-- using instrumentation to detect vulnerabilities during normal QA

)
Normal g . W AU::L
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Runtime vulnerability snapshots

What happened?

We tracked the following data from "lastName" Parameter:

GET /owners?lastName=Yow%21+LONDON

lastName=Yow! LONDON

..which was accessed within the following code:

org.hibernate.jpa.spi.AbstractEntityManagerImpl#createQuery(), line 305

..and ended up in this database query:

SELECT DISTINCT owner FROM Owner owner left join fetch owner.pets WHERE owner.la

Yow! LONDON'

HTTP view, Coode view,
and Data view — FULL CONTEXT

4 Replay Request

GET /owners?lastName=Yow%21+LONDON HTTP/1.0

Sec-Fetch-Mode: navigate

Cookie: jenkins-timestamper-offset=18000000; jenkins-timestamper=system; jen
ASP.NET_Sessionld=gztgggnanuc4ausaaocgr3ci; JSESSIONID=2E651D61C504B1
Referer: http://localhost:8000/owners/find

Sec-Fetch-Site: same-origin

Accept-Language: en-US,en;q=0.9

Cookie: jenkins-timestamper-offset=18000000; jenkins-timestamper=system; jen
ASP.NET _Sessionld=gztgggnanuc4ausaaocgr3ci; JSESSIONID=2E651D61C504B1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (Kt

Sec-Fetch-User: 71

Accept: text/html,application/vhtmltvml annlicatian /vml-a=N 9 imaca/avifimaca/u

Sec-Ch-Ua: "Google Chror
Sec-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: "Wir
Host: localhost:8000
Upgrade-Insecure-Reques
Connection: keep-alive
Accept-Encoding: gzip, del
Sec-Fetch-Dest: documen

lastName=Yow! LONDON

string[] =
HTTP PARAMETER facade.getParameterval
RETRIEVED ues("lastName") lastName = Yow! LONDON a

ametersStartingWith() @
ils java:672

HTTP Parameter Retrieved

Class.Method org.apache.catalina.connector.RequestFacade.getParameterValues(java.lang.String)
Object org.apache.catalina.connector.RequestFacade@252c198d

Return [Yow! LONDON] *

Parameters Parameter O: lastName*

Stack Trace All Code ¢

org.apache.catalina.connector.RequestFacade.getParameterValues(RequestFacade.java:427)
org.springframework.web.util. WebUtils.getParametersStartingWith(WebU'tils.java:672)

org.springframework.web.bind.ServletRequestParameterPropertyValues.<init>(ServletRequestParameterProp
ertyValues.java:77)

org.springframework.web.bind.ServletRequestParameterPropertyValues.<init>(ServletRequestParameterProp
ertyValues.java:52)

org.springframework.web.bind.ServletRequestDataBinder.bind(ServletRequestDataBinder.java: 100)



Runtime library analysis

spring-core-4.3.6.release.jar (v4.3.6.RELEASE) ® > 3

AST and SCA are
one thing

Released: Jan 25,2017 SHA1: 690da099c3c2d2536210f0fd06ff3f336de43ad9 License: Apache-2.0

Overview Usage

... and should aLwags

2/100 6 0 10 498 be performed by

F I Policy Apps 0 V\le tDOL

Vulnerabilities L . Classes Used
Violations Using
What happened? Applications L
This library has known CVEs L PetClinic-AF Q M
L PetClinic-PD
What's the risk? Classes Loaded (260/451) First Seen Last Seen
Servers
98 CVE-2018-1275 org.springframework.boot.logging.logback.LogbackLoggingSystem 9 months ago 2 months ago
PetClinic-bw-Dev
PetClinic-bw-QA org.springframework.boot.CommandLineRunner 9 months ago 2 months ago

9.8 CVE-2018-1270
‘ HIGH 7.5

CVE-2018-1272 PetClinic-bw-Prod

org.springframework.boot.SpringApplicationRunListeners 2 months ago

CVE-2018-1257 PetClinic-KK-QA

PetClinic-KK-Prod org.springframework.boot.log gurationComparator 9 months ago

CVE-2021-22060

PetClinic-kk-Dev ;
CVE-2021-22096 org.springframewor,

" Measure cxaotta what classes
. are used bg your code

PetClinic-kk-QA
org.springframewo

FLWd both RWDWV\, a Wd MWRV\‘OWV\I org.springframework.boof
\/uLwcra bLLLtLCS LV\/ LLb Va Yi,es org.springframework.boot.bind.RelaxedDataBinder $BeanPath$MapindexNode 9monthsago 2 months ago
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Runtime route coverage

Route

org.sprin...

org.sprin...

org.sprin...

org.sprin...

NOV 21

Environment

Development

QA

Development

QA

Development
QA

Development

QA

NOV 22

25 Routes
Nov 24,2022 01:00

B 25 Discovered
21 Exercised
21 Vulnerable

NOV 23

Server

PetClinic-JW...
PetClinic-JW...

PetClinic-JW...
PetClinic-JW...

PetClinic-JW...
PetClinic-JW...

PetClinic-JW...
PetClinic-JW...

NOV 24

Vulnerabilities

NOV 25

Application Y

PetClinic-JW

PetClinic-JW

PetClinic-JW

PetClinic-JW

NOV 26

Ewnsure all exposed Cdeoiwts
are securi’cﬁ tested

NOV 27

Last Activity ¥

Lhouraeed  poute URLs X
e POST /owners/new
1 hour ago
3 days ago
Dlscover unknowwn routes from
S frameworks, plugins, old code, ete...



Runtime architecture diagrams
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Deploying IAST at Scale

Fu.LLg

distributed. T

Awange all
Yyour apps/A'Pls
LA parallel.

Development

Dashboards, integrations,

........ AWS

Awareness, Prioritization,

Backend /
External
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e
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Other
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Ew’ccrprise

Threat ntelligence \J

Software

Security Mide/L |

De‘PLDH AST
automatioal,l,g to all your
servers via:

* Kubernetes operator

* Platform engineering

* gold sServer

o Contaitner butld

* Etc...
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DevSecOps - Getting Secure Code Moving

Automatically cleared
for production if...

clean code +
clean libraries +

good route coverage

DEV SEC (-----l Vulnerabilities I pp—" . A FLOW

CUSTOM CODE /

| LIBRARIES |, /

FRAMEWORKS /

| APP SERVER | 4
RUNTIME

oo DEV ‘ I l” TEST ilE STAGE D%E\I\S\J\’\
CI/CD

Continuous automated security testing
and exploit prevention

Instrumentation
(IAST, SCA, RASP)

K

Self- Self-.
Tes ting Protecting



Metrics that matter

100 %

50,

Reduce
MTTRto< 1
week

Meawn Time To Remediate

N\
i \\
| N

S —

o ———— GAST

IAST

—

0 100 200 %00 400 OO
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|0

Reduce
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per month

VuLwerabi.LLtg Escape Rate

\

0 | 23 45 671 F¢49

MONTH

SAST

IAST
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Ask me ANYTHING!

Jeff Williams @planetlevel
Cofounder and CTO
Contrast Security

Ceonras: [N



\
YOW!

Follow us @goto_con
Share your experience using #YOWIlondon

(o)

Follow us @GOTOcon
Share your experience using #YOWIlondon

Y

Follow us GOTO Conferences
Join 322k+ subscribers & 36m+ views







Try the Java Observability Toolkit (JOT)
Free and Open Source ${JOT}

Make your own runtime
protection with a few
lines of yaml|

— name: "sandbox-expressions"
description: "Prevents harmful methods from being used
methods:
— "java.lang.ProcessBuilder.<init>"
— "java.io.Socket.<init>"

scopes:

— "javax.el.ValueExpression.getValue"

captures:

— II#Pe n

exception: "Attempt to escape expression language sandb

C Contrast


https://github.com/planetlevel/jot

Try it for free...

CDONTRA!

0 Attack Events

561

Production

6 Attackers

. 173.22.34.1
1 192.168.1.4

134.147.39.127

194.65.20.3

134.155.23.248

Attacks

Monitor Attacks

168 Attack Events

mand Injection

Cross-Site Scripting

SQL Injection

Glassfish Path Traversal

CVE-2007-5614

XML External Entity Processing

Jeffrey

Attack Events Active Attacks
YOU'RE BEING EXPLOITED.

21 Attack Events

10 Probed
11 Blocked

' Show probed

3 Target Applications

WebGoat I

Ticketbook

SampleApp

SQL Injection Event from 18.59.254.198

) PM  URL:/WebGoat/attack

When: 01/2 )1

Overview  Details Request  Discussion

We observed the following suspicious value enter the application through the HTTP Request Parameter "Password":

“reen=1314&menu=1200 H

SELECT *
We blocked this attack.
Code Location

File Unk

Method

dbcStatement.java

Stack

orghsqldbjdbc jdbcStatement.executeQuery(Unknown Source)
org.owaspwebgoat.plugin.DOS_Login.createContent(DOS_Login.java:108)

goat lessons.AbstractLesson.handleRequest(AbstractLesson java:868)

Org.owasp.w

bgoat HammerHead.makeScreen(HammerHead java:300)

org.owaspm
org.owaspwebgoatHammerHead.doPost(HammerHead java: 148)

Show more

AOXD N

+ Add Exclusion

https://contrastsecurity.com/ce

C Contrast


https://contrastsecurity.com/ce

